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Securing your Devices from assailants
Encrypting files and media
Destroying sensitive information
Browsing Anonymously and securely

Secure Communication via Phones/PCs
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What do you want to protect?
Who do you want to protect it from?

How likely is it that you will need to protect
it?

How bad are the consequences if you fail?

How much trouble are you willing to go
through in order to try to prevent those?
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DO use good passwords on ALL devices and
services (2FA)

DON'T leave your devices unattended

DON’'T connect to hon-secure networks and
devices

DON'T mix and match identities

DON'T connect to networks if airgapped
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https://ssl.masterpasswordapp.com/
http://keepass.info/download.html

VeraCrypt
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https://www.veracrypt.fr/en/Home.html
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https://eraser.heidi.ie/
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https://www.torproject.org/

The Onion Router

DON'T confuse darknet and clearnet
accounts

DON'T use your real identity on the darknet

DON'T register servers of your criminal
enterprise with your real nhame

TL;DR - Don’t doxx yourself
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http://se.azinstall.net/2015/11/how-tor-users-got-caught.html

Secure Communication

Secure : Anonymous & Secure
+ Signal - Threema*
- Whatsapp/Telegram  CryptoCat
. Email/PGP : . GNU Ring
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Resources

Surveillance Self Defense (EFF)

PrivacyTools.io
Security In A Box (TacticalTech)

(me)
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https://ssd.eff.org/
http://privacytools.io/
https://securityinabox.org/en/

QUESTIONS?

Please send questions or comments to
bzaidan@studentsforliberty.org
PGP: 92CB6C00
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mailto:bzaidan@studentsforliberty.org?subject=RE:%20Cybersecurity%20for%20Activists%20-%20Top%20100%20Retreat
http://pgp.mit.edu/pks/lookup?op=get&search=0x1350254792CB6C00
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